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How to evaluate the Security of Biometrics

• 5 levels of Attack Potential (AP) 
Basic, Enhanced-Basic, Moderate, High, Beyond High

• Tester makes the best efforts to attack the TOE 
If no attack is found within the given AP,  
TOE is considered secure against any attack below AP. 
 

• Attack Presentation Classification Error Rate 
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Two Standards
Common Criteria

ISO/IEC 30107, “Biometric Presentation Attack Detection” 



Relation between AP and APCER(1)

3

Basic Enhanced 
Basic Moderate High Beyond

High

APCER

APCER

APCER

APCER

5 10 15 20 25 30
AP(Score)

0.2

0.4

0.6

0.8

1.0

APCER(%) Case 1: Enhanced Basic  

Acceptable Successful
Presentation Attack
Probability for CC

(Assumed)



Relation between AP and APCER(2)
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5

Basic Enhanced 
Basic Moderate High Beyond

High

Acceptable Successful
Presentation Attack
Probability for CC

(Assumed)

Gap

Best Effort Test

Exhaustive Test

Realistic Case: Effective Presentation Attack NEVER FOUND 
Is this Secure?



How to close the GAP?

• Same test set can apply many TOE’s (Ideally) 
• That’s good, but… 

• “Universal“ attack instruments (applicable to many TOE’s) are 
hard to produce in many cases  
— Palm vein vs Finger vein / Front vs Side finger vein 

• Provide (as much as possible) internal specification of TOE to test 
labs. Test labs will create(or provided) Simulated Sensor/Algorithm:  
• Sensor Specification           — Simulated Sensor 
• Algorithm Specification       — Simulated Algorithm 

• Create “good attack instruments” based on simulated sensor.
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Sensor-independent Security Evaluation

Sensor-dependent Security Evaluation



Variety of Vascular Biometrics
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(I) Palm Vein Scanner
     Reflective

(III) Side Finger Vein Scanner
       Reflective

(II) Font Finger Vein Scanner
     Direct Transmissive

(IV) Front Finger Vein Scanner  
       Indirect Transmissive



Sensor-dependent Security Evaluation
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Combine PAI A and B

Sensor-dependent Security Evaluation
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Vulnerability Assessment  
Process

Acquire 
internal specification 

of TOE

Create 
Simulated Sensor A 

(Simulated algorithm  A)

Create 
Simulated Sensor B 

(Simulated algorithm  B)

Search for 
Indistinguishable PAI 

for Simulated Sensor A

Search for 
Indistinguishable PAI  

for Simulated Sensor B

Conduct 
Presentation Attack 

on TOE

Skip if sensor is provided  
by the vendor or  
commercially available

If multiple sensors  
are identified…

…

…

Compute



Preliminary Experiment
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Peking Our

original
paper

best re-
ported

no
AHE

with
AHE

no
AHE

with
AHE

Normalised cross-correlation [3] 0.0 - 14.7 9.8 3.1 1.9
Maximum curvature [7] 0.0 2.7 [2] 1.2 1.3 0.4 0.4
Repeated line tracking [6] 0.2 5.0 [4] 6.8 5.9 0.9 1.2
Principal curvature [1] 0.4 - 2.7 2.2 0.8 0.4
Wide line detector [2] 0.9 - 4.7 2.7 1.5 0.9

Table 1: Performance expressed in terms of EER(%) of several algorithms for both datasets, both with and without adaptive
histogram equalisation (AHE) as a preprocessing step.

The output of each of the algorithms, except the nor-
malised cross-correlation, is a binary template indicating
the position of a blood vessel. Two binary templates are
compared with each other by using the method described
by Miura et al. [6]. An incidental side effect of using the
binary finger region mask is that the shape of the finger is
also indirectly taken into account when comparing two tem-
plates.

The final verification results are shown in Table 1 which
indicates that our dataset performs significantly better in all
cases and that adaptive histogram equalisation is beneficial
in most of the cases.

The two methods proposed by Miura et al. have
been tested by other researchers using their own collected
datasets. One of them is Huang et al. [2] who has achieved
an EER of 2.8% for the maximum curvature method and an
EER of 5% for the repeated line tracking method. Another
one is Choi et al. who has achieved an EER of 3.6% for
the maximum curvature method. The last one is Kumar and
Zhou [4] who achieved an EER of 8.3% for the repeated
line tracking method and achieved an EER of 2.7% for the
maximum curvature method. The mentioned EERs from
Kumar and Zhou are the average EER of the middle and in-
dex fingers. The best reported performance figures of these
two methods are mentioned in Table 1 as well.

5. Conclusions
A new finger vascular pattern dataset containing 1440

high quality images is presented to the research community.
Despite the low number of 60 volunteers which participated
the major contribution of this dataset is the addition of de-
mographic data such as gender, age and handedness. An-
other contribution is the high quality of the captured images
and the known pixel density of the images. Furthermore the
data is collected in two identical sessions with a time lapse
of approximately two weeks. Because of the high quality
of the captured images this new dataset can pave the way
for the research of high security cooperative applications.
The performance evaluation using existing algorithms has

shown that equal error rates down to 0.4% can be achieved
by using this new dataset.

6. Future Work
The use of the vascular pattern of the finger as a biomet-

ric is still not as mature as other biometric traits such as 2D
face recognition. To reach an equal maturity there is still a
lot of research needed.

This future research should include the collection of
larger datasets together with demographic data of the volun-
teers. These larger datasets will enable researchers to report
performance figures with a higher confidence. It will also
enable the research of factors such as age, gender, ethnic-
ity and time lapse on the performance. The research com-
munity would also greatly benefit from standardised testing
methods and datasets because only then results of different
algorithms can be compared with each other in a compara-
tive manner.

The biometric performance can further be improved by
fusing other finger traits such as the crease pattern of the
finger and the shape of the finger. An advantage of finger
shape is that it is already present in the captured image. The
crease pattern can be captured simultaneously with the vas-
cular pattern by using a ’hot-mirror’. This type of mirror
will pass visible light and reflect near-infrared light, it has
already been used by Lee et al. [5] for a single trait sensor.

The current control loop which adjusts the LED inten-
sities is still rather crude and leaves space for further im-
provements in terms of speed and image intensity unifor-
mity. Preliminary results have shown that the relation be-
tween the intensity in the captured image and the intensity
of the LED is as good as linear.

Fingers are often assumed to be exchangeable identi-
ties when performing performance experiments. This is a
doubtful assumption as it has been noticed that ring and in-
dex fingers tend to curve towards the middle finger. Future
research should be done to see whether this assumption can
be justified.

An important aspect when designing a biometric system
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finger but also the entire filtered image are used. That is, all high-pass filtered values around the finger 
edge and finger vein are reflected in generating separable binary finger patterns. 

2. Proposed Method 

2.1. IR Finger Imaging 

We designed an IR finger vein imaging device in our previous works, which includes IR 
illuminators, a suitable camera with an IR pass filter, and a hot-mirror, as shown in Figure 2. 

Figure 2. Finger imaging device. 

 
 
The IR illuminators are located on the finger dorsum, and IR light penetrates the finger. Both 

reflected and penetrating light are captured by a camera. In our system, the finger position within the 
captured image is important; there are no additional image alignment procedures. Therefore, our 
device has a finger dorsum and fingertip guide, and alignment of the finger images is guaranteed.  

As shown in Figure 2, a hot mirror is positioned at 45° in front of the camera. The hot mirror was 
adopted to reduce the height of the capturing device. The mirror reflects IR light while allowing visible 
light to pass through. Using the hot mirror and illuminator module shown in Figure 2, the size of the 
recognition system could be greatly reduced. 

The proposed device has a charge-coupled device (CCD) web camera, which adopts a universal 
serial bus (USB) interface, and since finger vein patterns are visible using NIR light, a original visible 
light passing (NIR rejection) filter of the web camera is removed. Instead, an NIR passing filter 
(Visible light rejection) is included inside the camera, which allows only NIR light with wavelengths 
greater than 750 nm to pass. To make the finger vein patterns more distinctive, five additional NIR  
light-emitting diodes (LEDs) are attached to the upper part of the device, as shown in Figure 1. 
Considering a trade-off between image brightness due to the sensing ability of the CCD sensor  
and the absorption amount of deoxygenated hemoglobin [32], we chose NIR illuminators  
with 850 nm wavelengths. 
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problems are solved through bit shifting in the matching stage using the HD. Among the HD values 
calculated through bit shifting, the minimum value is chosen as the final HD. 

3. Experimental Results 

To test the proposed finger recognition method, we collected 10 images from 30 subjects. Since the 
length of the thumb is too short to be captured using our device, the two thumbs of each subject were 
not collected. To collect natural finger images in terms of variations in position and illumination, the 
images were captured over a certain time interval. Consequently, the collected database  
includes 2,400 finger images (240 classes (30 persons × 8 fingers) × 10 images). The spatial and depth 
resolutions of the captured finger images were 640 × 480 pixels and 256 gray levels, respectively [1]. 
The test program was operated using an Intel Core i7 (2.67 GHz) CPU with a 6 GB RAM. Figure 9 
shows examples of finger images captured using our device. 

Figure 9. Examples of IR finger images. 

 

Table 1. Processing times. 

Simple binarization LBP LDP 

30.6 ms 44.7 ms 112.5 ms 
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Figure 1: Schematic cross-section of the capturing device

Light source This the most important part of the cap-
turing device since it determines the intensity of the cap-
tured image. Eight SFH4550 near-infrared LEDs produced
by Osram with a wavelength of 850 nm are used to transillu-
minate the finger. This LED type has been chosen because
it has a small angle of half intensity, which means more
power can be coupled into the finger. Each individual LED
intensity is regulated using a simple control loop in such a
way that a uniform intensity along the finger is obtained in
the captured image. This control loop is also necessary to
cope with varying thicknesses along the finger and between
persons. The benefit of this simple control loop can be seen
in Figure 2 it clearly shows the over exposure in the non-
regulated case.

(a) Eight equal LED intensities

(b) LED intensities regulated by control loop

Figure 2: Benefit of the control loop to adjust the individual
LED intensities

Camera The camera used to capture the images is a
BCi5 monochrome CMOS camera with firewire interface
produced by C-Cam technologies. The camera has been fit-
ted with a Pentax H1214-M machine vision lens with a focal
length of 12 mm. This lens is fitted with a B+W 093 infrared
filter which has a cut off wavelength of 930 nm. The filter
is used to block out any interfering visible light. The cam-
era is used in 8 bit mode with a resolution of 1280 × 1024

pixels.

Mirror To minimise the height of the capturing device a
mirror is used to place the camera in the horizontal plane. A
NT41-405 first surface mirror produced by Edmund Optics
has been used for this purpose. The reason for choosing a

Figure 3: Realised finger vascular pattern capturing device

first surface mirror is to avoid distortions in the captured im-
age. A conventional mirror has its reflective layer protected
by glass. The refractive indices of glass and air differ which
means distortions will occur in the captured image. The fi-
nal constructed capturing device can be seen in Figure 3.

3. Description of Dataset

The collected dataset contains 1440 finger vascular pat-
tern images in total which have been collected from 60 vol-
unteers at our university during the 2011–2012 academic
year. Images were captured in two identical sessions with
an average time lapse of 15 days. For each volunteer the
vascular pattern of the index, ring and middle finger of both
hands has been collected twice at each session. This means
that each individual finger has been captured four times in
total. The captured images have a resolution of 672 × 380
pixels and have a pixel density of 126 pixels per centimetre
(ppcm). The images are stored using the lossless 8 bit grey
scale Portable Network Graphics(PNG) format. The per-
centage of male volunteers was 73% and the percentage of
right handed volunteers was 87%. The dataset represents a
young population with 82% of the volunteers falling in the
age range of 19–30, the remaining volunteers were older
than this. Some sample images from the collected dataset
can be seen in Figure 4. The quality of the collected images
varies from person to person, but the variation in quality
of the images from the same person is small. The width
of the visible blood vessels range from 4–20 pixels which
corresponds to vessel widths of approximately 0.3–1.6 mm.
These vessel widths are approximate numbers because the
pixel density was determined assuming a flat surface.

Source) Ton, Bram T., and Raymond NJ Veldhuis. A high quality finger vascular 
pattern dataset collected using a custom designed capturing device. Biometrics 
(ICB), 2013 International Conference on. IEEE, 2013. Source) AIST
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Example TOE Simulated Sensor
Image Sensor C-Cam Tech. BCi5 1280x1024 OmniVision OV5647 2592x1944

NIR Filter B+W 093 IR filter 
800nm - 930nm band-pass filter

Asahi Spectra M.C. 850/12nm φ25  
850nm-centered band-pass filter 

Light Source 850nm Oslam SFH4550 x 8 LED 
Adaptive Intensity Control

850nm Oslam SFH4550 x 5 LED 
Non-adaptive Intensity Control

Algorithm bob.fingervein* bob.fingervein*

[TV13] Finger Vein Sensor

Simulated SensorExample TOE

*) idiap, available at https://github.com/bioidiap/bob.fingervein



Noise

Quality Control of Fake Samples
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Control : Improve Sensor and Fake Production until 
 Fake is indistinguishable from Live on the Simulated Sensor
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Fake Production
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(A) Paper / Histogram Equalization

(B) OHP / Histogram Equalization

(C) Paper / PSF Deconvolution

(D) OHP / PSF Deconvolution

Live Sample

     Material     /     Image Process　       
OHP

Thick Paper
Histogram Equalization
PSF Deconvolution×
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Biometric Samples
Sensor Original NIR Sensor (Type II: Front Transmissive Vein Scanner)

Number of Subjects 2

Number of Samples Left and Right Index Finger x 8 samples each 
1 as Gallery, 7 for Probe

Spoof Production

Material OHP (for Laser Printer), 
Thick Paper (Thickness 175µm, Weight 158g/m2）

Image Enhancement CLAHE (Contrast Limited Adaptive Histogram Equalization), 
PSF Deconvolution (Wiener Deconvolution of Point Spread Func.)

Verification
Algorithm bob.fingervein (Algorithm [Miura2005])

Verification Count
Live-Live Genuine: 224 pairs 
Live-Live Imposter: 768 pairs  
Fake-Live Genuine: 224 pairs

details
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Preliminary Experiment Result

APCER = 16%

(A) OHP / Histogram Equalization

APCER = 0%

(C) OHP / PSF Deconvolution

APCER = 36%

(B) Thick Paper / Histogram Equalization

APCER = 0%

(D) Thick Paper / PSF Deconvolution



Conclusion
• In Sensor-independent Security Evaluation (Toolkit),  

• “Universal“ presentation attack instruments (applicable to many 
sensors) are hard to produce especially in vascular biometrics. 

• Introduced Sensor-dependent Security Evaluation 
Test labs are provided (as much as possible) internal specification of TOE.  
Test labs will create(or provided) Simulated Sensor/Algorithm

• Quality control of Presentation Attack Instruments  

• Narrow down the (infinitely many) set of PAIs to the (small) set of the 
most effective PAIs. 

• Shown the preliminary experimental results 

• Quality measurement improves the quality of PAIs.
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